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OPERATI ONAL REQUI REMENTS DOCUMENT ( ORD)
FOR

JO NT TACTI CAL RADI O (JTR)

1. Ceneral Description of Operational Capability. The JTR will
ensure operational readiness and success by providing mlitary
commanders with the ability to command, control and comruni cate
with their forces via voice, video, and data nedia forns, during
all aspects of mlitary operations. Pursuant to the goals
established by the Defense Planning Guidance (1998-2003) and

Joint Vision 2010, JTR will perform in the most flexible manner

and be designed as a family of advanced, reliable and dynamic

communications platforms. As a result, the JTR will be software-

reprogrammable, multi-band/multi-mode capable, networkable, and

provide  simultaneous voice, data, and video communications.

a. Overall Mission Area. The JTR will support all 100, 200,
and 300 series DOD mission areas identified in Office of the
Under Secretary of Defense, Acquisition & Technology (OUSD[A&T]),
OUSDIJA&T] Assignments Directories, Abbreviations, Coding
Definitions, and Titles based on the FY 1997 Program Objective
Memorandum (POM), as well as federal agencies requiring the
communications capability defined herein. The JTR also has the
potential for use by the civilian community.

b. System Proposed. Joint, combined and coalition
operations require interoperable Command, Control,
Communications, Computers, and Intelligence (C *) capabilities
via line of sight (LOS) and beyond line of sight (BLOS)
transmissions. The JTR will provide affordable, high-capacity
tactical radios to meet these interoperability needs. The JTR
satisfies a core set of requirements common to the three domains
that coincide with operational missions and environments:
Airborne, Maritime, and Ground Forces. Domain specific
requirements are contained in the annexes to this ORD to support
domain-specific needs. A family of radios will be developed for
simultaneous multi-band, multi-mode, and multiple communications
that use existing and advanced data waveform capabilities, to
ensure the timely dissemination of battlespace C “] and global
navigation information. The JTR must operate with legacy
equipment and waveforms currently used by military and civilian
land, air, surface ship, subsurface, man-mobile, and vehicular
platforms, and incorporate new waveforms as they are developed.
The family of radios will be scaleable by virtue of form, fit and
cost to meet specific user operational needs. The JTR will also
provide growth capability through an open system architecture
that enables technology insertion through evolutionary

acquisition or preplanned product improvement (P 3)). The JTR
will be capable of higher channel data throughput rates;
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I ncrenental channel expansion; high levels of reliability,

mai ntai nability, and availability (RVA) enhancenent, and
comer ci al support service (CSS) conpatibility. The JTR w |
enhance warfighter interoperability by conform ng to appropriate
standards and specifications of the Joint Technical Architecture.

c. Operational Concept. The JTR operational concept is to
provide warfighters with digital radio communicati ons throughout
the battl espace. To achieve this operational concept, JTR wll
provi de task-organi zed warfighting elenents that require
conmmuni cations across both vertical and horizontal hierarchies
wi th seanl ess, high speed, and digital information exchange
within the battlespace. The JTRw |l allow operators in the
field to expand and nodify the capacity and capability of

I ndi vi dual radios, Iinks and networks to accommpdate user demand
as it becones known. The JTR will be enployed worl dwi de in both
hostil e and non-hostile environments, and in a variety of terrain
and climatic conditions. The JTR will support Joint and

Combi ned/ Coal i ti on operations by providing the capability to
transmt, receive, bridge and gateway between simlar and diverse
wavef ornms over nultiple conmunications nedia and networks. The
JTR will operate in existing shelters, vehicles, ships,
submarines, aircraft, buildings, in the field (e.g. disnounted
soldier), and in planned future systens in confornmance with
applicable Service or agency requirenents. Finally, the JTR wll
be capabl e of being operated and nonitored while unattended, and
renotely controll ed.

d. Support Concept. The JTR wll|l be supported by conmerci al
sources and practices to provide the nost cost effective support
solution. The JTR will be supported by the DOD-w de | ogistics
i nfrastructure where econon cal |y advant ageous or operationally
I nperative. The JTRwill be designed initially to accormmobdate the
requirenents identified by the Service branches as common to al
domai ns to take advantage of econonmi es present in conmercial
design practices. As the stovepi ped comruni cati ons systens are
retired, JTR standardi zation wll be expanded to neet virtually
any mssion. The intended result of this evolving conmonality is
the gradual DOD-w de reduction in operational, training, and
mai nt enance manpower requirenents as JTRs repl ace numerous
di ssimlar conmunications termnals and their respective training
and mai ntenance infrastructures.

e. Mssion Needs Statenment (MNS) Summary. The JTR
capabilities requirenment is docunented in the M ssion Needs
Statenent (MNS) for the Joint Tactical Radio, dated 21 August
1997.
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2. Threat.

a. Threat to Be Countered. In a strategic environment
threats are diverse and nulti-national. Threats include regiona
instability caused by ethnic, religious, historical, and economc
di sputes; proliferation of weapons of nass destruction; and
trans-nati onal dangers such as global terrorist groups and drug
traffickers. Froma tactical perspective, theater comanders are
chal | enged by regional factions seeking to expand their influence
by coercion or force. These potential opponents range from
nations wth nodern conventional mlitary forces, organized
terrorists and i nsurgent organizations to snmall bands of
I ndi vidual s arned with any weapon available. In the Radio
Frequency operating donmain, the primary threat is Infornmation
Warfare (IW in tw respects: signal transm ssion and information
content. On the signal transm ssion side, there are the
el ectronic warfare threats of signal detection, interception, and
expl oi tati on; neaconing and intrusion; direction-finding; and
jamm ng. On the information content side, there are the threats
of virus infecting, hacking, and norphing. These IWthreats wil]l
i kel y becone nore sophisticated in the post-2000 tinme frane, as
| Wsystens are able to attack spread spectrum and frequency
hoppi ng systens as well as non-RF information transfer systens.

I ncreased exposure to passive detection sensors will raise the
probability of detection. |In addition, threats associated with
conventional, unconventional, nuclear, or chem cal/biol ogi cal
war fare environnents nmay cause degradation or disruption of the
signal or physical danage to the equi pnent.

b. Projected Threat Environnent. The JTRw | operate in
the same threat environnment as current systens in DOD. This
t hreat environnment extends to all |ocations worldw de, and

affects U S. Forces afl oat, ashore, subsurface, and airborne. As a
consequence, the designs of JTR production nodels nust address
the diverse threats of this threat environment.

c. System Threat Assessnent Report (STAR). The general threat
environnment for information systens is described in the Defense
Intelligence Agency (DI A) validated publications - Automated
I nformati on System Threat Environnent Description, NAIC 1574-
0210-0731-97 and El ectronic Conbat Threat Environnent
Description, NAIC 1574-0731-97. The threats to the JTR satellite
links are described in the Mlitary Satellite Conmmuni cations
System Threat Assessnent. Addi ti onal threat information can be
found in the O fice of Naval Intelligence (ONI) Threat Assessnent
ONI - TA- 009-98 Naval Conmand, Control, and Communi cati ons
Comput ers, Navigation and | FF Threat Assessnent , dated February
1998. The threats to JTR include: hostile actions against JTR
em ssions, electronic warfare agai nst communi cation |inks, and
hostile actions to physically destroy JTR assets.

3
UNCLASSIFIED



UNCLASSIFIED
23 Mar 98

3. Shortcom ngs of Existing Systens. Existing tactical mlitary
radi o communi cati ons systens were designed wth nutually-
exclusive architectures to performa specific task, respectively.
As such, they depart fromm | estones already achi eved by

t echnol ogi cal advancenents in the private sector, where
comuni cati ons systens use standardi zed open architectures and
nodul ar designs to deliver nultiple comruni cati ons and network
functions froma single platform |In addition to the benefits of
greater utility, open architectures and nodul ar desi gns prom se

| ower acquisition, training, operation and mai ntenance costs by
reduci ng the nunber and diversity of comuni cations equi pnent
needed to support singular, mutually-exclusive tasks. In general,
nost current tactical systens:

a. operate on a single frequency band and are linmted to a
si ngl e waveform and generally can interoperate only with |ike
specified radios (mandating nmultiple radios for nost weapon
pl atforns and command and control nodes).

b. operate at low to nediumdata rates in transm ssion, and
have limted routing and networking capabilities.

c. cannot automatically adjust performance (bandw dth and
power) to neet demand. Fixed data rate channels waste capacity
when not needed, and cannot provide hi gher capacity when the
demand exi sts.

d. have nunerous system uni que conponents and parts,
requiring individual support and creating a | ogistics burden.

e. are not capable of simultaneous voice, video, and data
oper ati ons.

f. do not enploy an open systens architecture.

g. require extensive depot |evel equi pnent and/ or conponent
changes to i nplenment new capabilities in installed platforns.

h. do not allow increnental or nodul ar upgrades to increase
t he choi ces of waveforns and the bandw dth within those
wavef ornms, or nodify nessage system standards.

i. are based on non-nodul ar designs and are not conducive to
cost effective inprovenents and nodifications dictated by
i nteroperability requirenents as they becone known.

j. have high recurring integration costs to add new
capabilities/functionality to platforns.

k. are not capable of sinultaneous operation with other
systens in the sanme or other donains.
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. do not have adequate frequency flexibility to operate
gl obal 'y, which precludes them from operating conpletely in
conpliance with applicable National and International rules and
regul ati ons governing the use of the el ectromagnetic spectrum

m lack the ability to conduct conpl ex network managenent
and to facilitate inter-service interoperability.

4. Capabilities Required. System performance requirenents are
categorized as Threshold or Objective, and sone threshold

requi renents are further defined as a Key Performance Paraneter
(KPP). The threshold value is the m ni num acceptabl e val ue that,
in the user’s judgment, is necessary to satisfy the need. If

threshold values are not achieved, program performance is

seriously degraded, the program may be too costly, or the program

may no longer be timely. The objective value is that desired by

the user and which the program manager is attempting to obtain.

The objective value could represent an operationally meaningful,

time critical, and cost-effective increment above the threshold

for each program parameter. In those instances when an objective

value has not been cited the objective value equals the threshold

value. Objectives may be refined as the program advances in the

procurement cycle. A Key Performance Parameter (KPP) is that

capability or characteristic so significant, that failure to meet

the threshold can be cause for the concept or system selection to

be reevaluated or the program to be reassessed or terminated.

Those system performance requirements, cited below, pertain to

all applications of the JTR.

a. System Performance. The JTR shall meet the following
performance parameters:

(1) General Performance Requirements:

(a) The JTR architecture shall be capable of
supporting secure and non-secure voice, video and data
communications using multiple narrow-band and wideband waveforms
as specified in paragraph 7, tables 1 and 2, identifying
threshold KPP, threshold, and objective requirements for for
FY 00 through FY 05, including future waveforms as they are
developed.

(b) The JTR program shall provide an internal growth
capability through an open systems architecture approach in
compliance with the Joint Technical Architecture, and shall be
modular, scaleable, and flexible in form factor (threshold)

(KPP).

(c) The JTR shall provide the operator with the
ability to load and/or reconfigure modes/capabilities (via
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software) while in the operational environment (threshol d)(KPP).

(d) The JTR shall have the ability to be reconfigured
(hardwar e changes/ upgrades) in the operational environnent
(threshol d).

(e) The JTR shall be capable of operating in a radio
frequency spectrumfrom?2 MHz to 2 GHz suitable for the
particul ar set of waveforns that the JTR wll| support (threshold)
(KPP). The JTR shall be capable of incorporating mlitary and
commercial satellite and terrestrial comruni cati ons above 2 Gz
(obj ective).

(f) The JTR shall have the ability to
retransm t/cross-band i nformati on between frequency
bands/ wavef orns supported (threshold)(KPP) Maritine/Fixed Station
Domai n (Qoj ective).

(g) The JTR shall be capabl e of operating on nmultiple
full and/or hal f-duplex channels at the sane tine
(threshol d) (KPP) .

(h) The JTR shall have the capability of automatic
protocol conversion and nessage format translation of voice,
vi deo, or data between frequency bands or waveforns as specified
in paragraph 7, Table 1 (threshold).

(1) Wthout interfering or overriding term nal
operations, the JTR shall be capable of distributing and
accepting software upgrades that have integrity and can be
aut henti cated when transmtted through the network with which it
i nterfaces (threshold).

(j) To operate globally the JTR shal

1 conmply with applicable National, and
I nternational spectrum managenent policies and
regul ati ons(threshol d).

2 be nmutually conpatible with other electric or
el ectronic equi pmrent within their expected operational
envi ronnment (threshol d).

(k) The JTR shall provide the ability to scan a
m ni nrum of 10 operator designated fixed frequencies or presets
(threshold), and individual frequency bands (objective).

(1) The JTR or its installation kit shall provide
domai n specific interfaces to ancillary equipnent in order to
mnimze platformintegration inpact, i.e., power anplifiers,
power supplies, antenna couplers, antennas, etc. as stated in the
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annexes (threshol d).

(m The JTR shall enploy protective neasures agai nst
el ectromagnetic pulse (EMP) and directed energy threats
(obj ective).

(n) After an unexpected power |oss, and upon restoral
of power, the JTR shall be capable of conpleting a conmponents
di agnostics test and a systens recovery to include: hardware,
software, presets and settings (threshold).

(o) The JTR shall provide a standard interface to
exchange voice/video/data wth Service host systens (threshold).

(2) Security Performance Paraneters:

(a) The JTR shall provide a scal eabl e, enbedded
progranmmabl e crypt ographic capability, which will support black
key (threshold) Maritinme/Fixed Station Domain (Objective).

(b) The JTR shall provide transm ssion security
(TRANSEC) capability (threshol d).

(c) The JTR shall be capable of interfacing with an
Nat i onal Security Agency (NSA) approved el ectroni c key nmanagenent
system (EKMS) (threshol d).

(d) The JTR shall be capabl e of using over the air
rekeying (OTAR)/ zeroi zing (OTAZ)/ transfer (OTAT) as inplenented
by the Key Managenent Authority (threshol d).

(e) The JTR shall be capable of renote identification
and exclusion (lockout) (threshold).

(f) The JTR shall be capabl e of supporting encrypted
G obal Positioning System (GPS) (threshol d).

(g) After a primary power |oss, the JTR shall be
capabl e of retaining perishable cryptographic variables for at
| east 72 hours (threshold) and 144 hours (objective).

(h) The JTR shall be capabl e of inplenenting public
cryptography to provide privacy (objective).

(i) The JTR shall provide for | NFOSEC and protection
of data in a Secret H gh network (threshold), and at multiple
| evel s of Security from Uncl assified through Secret (objective).

(j) I'n conjunction with wavefornms for JTR domain
famly nmenbers in Paragraph 7, Tables 1 and 2, the JTR shall be
capabl e of supporting cryptographic functions which operate with
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or have an external interface to cryptographic systens as |isted
in Annex D (threshold).

(k) The JTR shall be capabl e of being handl ed as an
uncl assified Controlled Cryptographic Item (CCl) when the
enbedded device that provides security is not keyed (threshold).

(1) The JTR shall have the capability to zero
locally by requiring at | east two discrete operator actions to
reduce the probability of accidental zeroing (threshold).

(m The JTR shall enploy the Defense |Infornation
Infrastructure (DIl) Key Managenent Infrastructure in supporting
JTR integrity, identification, and authentication requirenents
(threshol d).

(n) Each JTR shall be equipped with the capability
to receive dobal Positioning Satellite (GPS) signals. This GPS
receive capability shall be in addition to the nunber of channels
for each JTR category specified by the Donai n Annexes.

(3) Networking Performance Paraneters: The JTR shall be
capabl e of providing scal eabl e networking services for connected
RF (over the air) networks, host networks, and hybrid networks in
Increnment 3 and in accordance with the phased procurenent
i npl ement ati on specified in paragraph 7 (threshold) (KPP).

(a) The networked JTR shall extend, between and
across the geographi cal and/or organi zati onal boundaries within a
nom nal area of operations (threshold) (KPP).

(b) The networked JTR shall provide a scal eabl e and
I nt eroperabl e neans to establish point-to-point (two way), nulti-
point (two way), multicast (up to 100 sel ected nodes), and
broadcast data capability between/anong any user-sel ected nodes
in ajoint network (threshold).

(c) The networked JTR shall provide for nobile JTRs
to readily transfer between authorized networks. This transfer
shoul d be transparent to the user. (threshold).

(d) The networked JTR shall provide routing
capability, interface connectivity that extends into the
Internet Protocol, mlitary packet networks(threshold), and/or
cell networks (objective).

(e) The networked JTR shall performdynamc intra-
network and inter-network routing for data transport based on
priority (threshold).

(f) The networked JTR shall include hardware and
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software sufficient to organi ze, nmanage, and dynami cally contro
network connectivity structures, routing mechani sns, and
bandw dth al | ocati ons (threshol d).

(g) The networked JTR shall selectively transmt
i ndi vidual location information to selected JTR nodes and be
passed in the Mlitary Gid Reference Systemand/or in the
| atitude and | ongitude to a host system (threshold).

(h) The JTR system shall provide network managenent
capability to respond to changes in m ssion or organization, and
reconfigure at a mninmuma battalion-sized joint task force
network (wi th approximtely 150 JTRS terminals), in 15 m nutes
(threshold) (KPP) 5 mnutes (objective).

(i) The JTR network shall have the capacity to neet
the information flow of waveforns/capabilities as specified in
paragraph 7, Table 1 (threshold), and neet the information flow
required by new capabilities and a | atency near zero (objective).

(j) The JTR shall provide information to Service and
j oi nt network managenent tools to assess and report network |ink
status (threshol d).

(k) The JTR network shall provide a name-to-address
transl ation service that supports automatic registration and de-
regi stration of host nanes and addresses (threshold).

(1) The JTR network shall provide the capability for
users to address data to other users by using position/
organi zation nanes in the address fields (e.g., S3.2AR BDE)
(threshol d).

(m The JTR system shall provide the nmeans to
support nessage delivery based on geographic areas (objective).

(n) The JTR network shall provide information and be
i nteroperable with the joint network nmanagenent tool, to allow
networ k managers to renotely identify and configure user access
and profile parameters to prioritize users’ network access and
message delivery (threshold).

b. Logistics and Readiness. The JTR shall have the
following mission-capable requirements for both wartime and
peacetime.

(1) The JTR shall have an operational availability (A 0)
of 96 percent (threshold)(KPP) and 99 percent (objective).

(2) The JTR hardware size and weight shall be compatible
with current platforms, as specified in the domain annexes, and
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shal | consolidate many individual functions of current termnals
i nto one physical chassis, thereby reduci ng wei ght and space
requirenents (threshold).

(3) The JTR shall be logistically supportable within each
Service (threshol d).

(4) The JTR internal test and diagnostic built-in-test
(BI'T) provisions shall be capable of fault isolation (threshold).

c. Oher System Characteristics.

(1) The JTR shall provide an operator-sel ectable
capability to operate in listening silence (receive only) node
(threshol d).

(2) The JTR shall effectively operate in wartine
operations and in worldw de conditions as specified in the domain
annexes (threshol d).

(3) The JTR shall be capabl e of being operated and
mai ntai ned in a nuclear, biological and chem cal (NBC)
environnment, as specified in the domain annexes (threshol d).

(4) The JTR shall be capable of providing a platform
speci fic human conputer interface, as specified in the domain
annexes (threshol d).

(5) The JTR shall be capabl e of incorporating power
managenent to achi eve nmaxi num efficiency (threshold).

(6) The JTR shall be capabl e of withstanding power surges
(threshol d).

5. Program Support. Program support for the JTR shall be in

pl ace when the initial operational capability (10C) is achieved,
and shall be expanded, as necessary, for each Service prior to
achieving full operational capability (FCC).

a. Mintenance Pl anning. Operator |evel nmintenance shall be
limted to reconfiguration for needed capabilities, and
preventivel/corrective naintenance shall be limted to the
predeterm ned | owest repairable unit (LRU). Life-cycle logistics
support factors shall be inplenented that provide for cost
effective mai ntenance of the JTR

b. Support Equi prent. Were the DoD | ogistics structure is
used, General Purpose Electronic Test Equi pnment (GPETE) shall be
sel ected fromexisting standard GPETE equi pnent lists. The use
of Special Purpose El ectronic Test Equi pnment (SPETE), speci al
pur pose support equi pnent, and special tools shall be avoided to
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t he maxi num extent possible. JTR BIT/built-in-test equi pnent
(BITE) performance shall not be acconplished using GPETE, SPETE,
or substituting nodules. For all non-devel opnental item (NDI)
equi pnment the contractor shall identify automatic test equi pnent
(ATE). For contractor provided | ogistics support, equipnent and
processes shall be identified.

c. Human Systens |ntegration.

(1) Human Engi neering Constraints. JTR nust be easily
mai nt ai nabl e and operabl e, incorporating the principles of
nodul arity and commonality. JTR displays and controls nust be
viewable in direct sunlight, at night and through night-vision
goggl es. The JTR shall conformto applicabl e human engi neeri ng
design criteria.

(2) Training and Docunentati on

(a) Required initial operational and mai ntenance
(OC&\W) training on the JTR will be provided by the manufacturer.
New equi pnent training will be conducted during initial fielding.
Followon training will be provided through Service specific
formal training channels. Maxi num advantage will be taken of
avai | abl e enbedded training.

(b) Training materials provided will be available in
mul ti medi a, including operator and maintainer tutorials, and
conput er based training (CBT).

(c) Operator and nai ntenance technical documentation
will be provided with the JTR at the tinme of delivery, and upon
delivery of any upgrades which affect operations and nai ntenance.

(3) Manpower and Force Structure Assessnent. Operation
of the JTR should not require additional manning. Additional
manni ng may be required in the areas of maintenance and network
managenent of the JTR In addition, the JTR should not require
new skill qualifiers.

(4) Environnmental, Safety, and Health (ESH). The JTR
must conply with the environnmental, safety and health
requi renents of DOD 5000. 2R and all other federal ESH | aws and
regul ati ons.

d. Conputer Resources.

(1) The JTR managenent and conponents shall provide
checks for conputer operations systemviruses during systens
initialization and routine operations. The operator shall be
alerted to a detected virus.
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(2) A software support capability shall be functional by
JTR’s Initial Operational Capability (IOC) and must provide for
update, configuration control, and management of all computer
programs and data.

e. Other Logistics Considerations. For Army and Air Force
employment, logistics support should include sufficient
guantities of Mobility Readiness Spares packages and Peacetime
Operating Stocks for continued supportability. For the Navy and
Marine Corps, spares will be based on the On Board Repair Parts
requirements, as calculated for each platform. If required,
spares will be pre-positioned. In compliance with the Continuous
Acquisition Lifecycle Support (CALS) program, JTR shall comply
with specifications and standards approved within DOD for
creation, use, and management of technical and other data in
digital form.

f. Command, Control, Communications, Computers, and
Intelligence.

(1) The frequency range of the JTR must be flexible
enough to adapt to changes in DOD and non-DOD Government
frequency spectrum allocations, as well as being capable of being
used in civilian bands, both in the continental United States
(CONUS) and overseas. The key steps to assure radio frequency
spectrum support are spectrum certification, frequency
assignments, and host nation coordination.

(2) The JTR shall have adequate security safeguards and
compartmentalization to ensure the confidentiality, integrity,
and availability of the information passing through or residing
on it. Security features of the JTR will comply with the Multi-
Level Information Systems Security Initiative (MISSI) or its
follow-on. All C “| resources will be certified for end-to-end
interoperability by complying with the intent of CJCSI 6212.01A,
30 June 1995.

(3) This ORD has been assigned a joint potential
designator (JPD) of “Joint.”

g. Transportation and Basing. JTR distribution and basing
will be consistent with existing force structures and deployment
concepts. If JTR components are integrated into other systems,
transportability requirements of the host system apply.

h. Standardization, Interoperability, and Commonality.
(1) The JTR acquisition will adhere to the Joint

Technical Architecture in identifying the standards and
guidelines.
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(2) Only National Security Agency (NSA) endorsed and
approved security products, techni ques, and protective services
shal | be used to secure classified communications. Electronic
keying shall be applied to allow cryptographic processes
i npl emented by JTR. Al cryptographic systens nust be
i nteroperable with the EKM5, and the envisioned Joi nt Key
Managenent System (JKMS).

(3) The JTR nust be interoperable with National Airspace
System archi tecture.

(4) For operation with North Atlantic Treaty Organization
(NATO nenber nations, the technical characteristics of the JTR
shall conformw th the applicable requirenents of the
St andar di zati on Agreenents.

(5) Al information technology for the JTR shall be DOD
approved and where applicable, selected fromthose contained in
the DISA approved “Profile of Standards.”

I. Geospatial Information and Services . When required, JTR
will use National Imagery and Mapping Agency (NIMA) joint service
mapping standards to ensure interoperability with other systems.
Geographic mapping and gridding functions will be based on
Universal Transverse Mercator (UTM) and latitude/longitude
coordinates referred to by the World Geodetic System (WGS-84), be
compatible with existing GPS receivers, and upgradable to future
GPS receivers. The JTR GPS receive capability is in addition to
the number of required channels specified by the domain annexes.

J. Environmental Support. None.

6. Force Structure. Refer to the domain annexes for the Services
force structure requirements. Other governmental agencies’ force
structure requirements will be described on a case by case basis.

7. Schedule Considerations.

a. The system will be developed incrementally providing
increased capabilities as it matures.

b. The JTR will support the modes/capabilities depicted in
Tables 1 and 2.

c. Delivery of initial and follow on production level
articles shall be in compliance with the threshold and objective
capabilities, and are required to begin in FY0O (Table 1).
Specific quantities and capabilities within each domain will be
identified to determine actual IOC.

d. Delivery of follow-on production level articles,

13
UNCLASSIFIED



UNCLASSIFIED
23 Mar 98

entailing additional objective values, are scheduled to begin in
FY02 (Table 2).

e. | OC. TBD

f. FOC. TBD
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Tabl e 1. Mbdes/ Capabilities/Data Processing Wth a Threshold (T-XY),

(O XY) Requirenents in FY-XY

Threshol d KPP (K- XY)

and vj ective

Modes/ Frequency Band Current Dat a Rat es Fami | y"
Capabilities Bandwi dt h
H D vV |[MF| A
HF | ndependent Si de Band 2-30 MHz 3 -12 KHz 4.8/9.6 Kbps O 00|C- 00|C- 00
(1SB)w Automatic Link T-01|T-01|T-01
Est abl i shnent (ALE)
HF Single Side Band (SSB) 2-30 MHz 3 KHz 2.4/ 9.6 Kbps 0 02|0C-00|C-00|0- 00
w/ Aut omati ¢ Link T-03|T-01(T-01|T-01
Est abl i shnent (ALE)
Link 11 (TADIL-A) 2-30 MHz and 3 KHz and 2.25 Kbps 001|001
225-400 MHz 25 KHz T-02|T-02
STANAG 4285 (HF) 2-30 MHz 3 KHz 2.4 Kbps O 01
T-02
STANAG 4529 2-30 MHz 1.24 KHz 1.8 Kbps o 01
T-02
ATC HF Data Link 2-30 MHz 3 KHz 300, 600, 1200, 1800 bps 0 02|06 02|0-02|0- 02
T-03|T-03|T- 03|T- 03
SI NCGARS 30-88 MHz 25 KHz 16 Kbps K-03 [K-02|T-00|T-00|T-00
SI NCGARS Sl P/ ASI P 30-88 MHz 25 KHz 16 Kbps K-03 |K-02|O- 00|O- 00|O 00
T-01|T-01|T-01
VHF Mbbil e Subscriber Radio 30-88 MHz 25 KHz 16 Kbps O 02(K-02
Term nal ( MSRT) T-03
VHF FM 30- 88 M 25 KHz 16 Kbps 0 03|00 02|000{C-00|OC 00
T- 03
VHF for ATC (replaces 118-137 MHz 8.33 KHz O 03[0 00|O 00|T-00
exi sting 25 kHz spaci ng) T-01|T-01
VHF AM 120- 156 MHz 25 KHz 16 Kbps 0 02|{0C-00|C-00|0 00
T-03|T-01|T-01|T-01
VHF FM Publ i c Service 136-174 MHz 12.5 KHz and 25 KHz: 16 Kbps 0 03|002|C 00
(Land Mbbil e Radi 0) 25 KHz T-03|T-01
ATC VHF Data Link 118-137 MHz 25 KHz 31.5 Kbps 0 02|00 02|0-02|0 02
T-03|T-03|T-03|T- 03
UHF AM FM PSK LOS 225-400 MHz 25 KHz 16 Kbps 0 02|(0C-00|0C-00|O 00
T-03|T-01|T-01|T-01
HAVE QUI CKI /11 225-400 MHz 25 KHz 16 Kbps T-02|T-00(|T-00|T- 00
UHF DAMA DASA SATCOM (M L- 225-400 MHz 5 and 25 KHz 75, 300, 600 bps, 1.2, O 02|T-00|K- 00|K- 00
“ Legend: H-Handheld; D-Dismounted; V-Vehicular; M F—Maritime/Fixed; A-Airborne
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Tabl e 1. Mbdes/ Capabilities/Data Processing Wth a Threshold (T-XY),

(O XY) Requirenents in FY-XY

Threshol d KPP (K- XY)

and vj ective

Modes/ Frequency Band Current Dat a Rat es Fami | y"
Capabilities Bandwi dt h
H D V |MF| A
STD- 188- 181/ 182/ 183 2.4, 4.8, 9.6, 16 Kbps T-03
Conpl i ant)
UHF SATCOM Medi um Data Rate 225- 400 MHz 5 and 25 KHz 5 kHz: 7.2 Kbps O 00
( MDR) 25 kHz: 32 Kbps T-01
STANAG 4231 (UHF SATCOM) 224-400 MHz O 00
T-01
Li nk 4A (TADIL-C 225-400 MHz 25 KHz 5 Kbps O 00|OC 00
T-02|T-02
Link 11B (TADI L-B) 225- 400 MHz 25 KHz 0.6, 1.2, 2.4 Kbps O 000G 00
T-02|T-02
Joint Tactical Term nal 225-400 MHz 5 and 25 KHz 19. 2 Kbps 002|002 O 02
(JTT)/ Conmon | nt egr at ed T-03|T-03 T-03
Broadcast Service Mdul e
(A BS-M
SATURN 225- 400 MHz 25 KHz o 01
T-04
Hi gh Capacity Line of Sight |[225-440 M4z and 50 Mz 256, 512, 768 Kbps, O 01
(HCLOS) 1350- 2690 MHz 1.5,2.5,4,8 Mps T- 04
UHF LOS Hi gh Data Rate (HDR) 000
T-02
UHF FM Public Service 403-512 MHz 5, 12.5, and 25 25 kHz: 16Kbps 0 03|0 020G 00
(Land Mobi |l e Radi o) KHz T-03|T-02
Enhanced Position Location 420- 450 MHz 3 MHz 57 Kbps VHSIC SIP 114 |0 03 [K-04|K-02 K- 02
Reporting System ( EPLRS) Kbps VECP T-05
Cellular Radio 800- 900 Mz 12.5 - 30 KHz 2.4 - 9.6 Kbps T-03 |0 02|0 02|0 02|0- 02
T-03|T-04|T-04|T-04
GPS - Commerci al L1 Carrier: C/ A Code: 2.046 T-03 |T-02|T-00|T-00|T- 00
Avail ability 1575. 42 Mz MHz
GPS - US CGover nnent L1 Carrier: P- Code: 20. 46 T-03|T-02|{0- 00{C- 00|{O 00
Encrypt ed 1575. 42 MHz MHz Nav/ Syst em T-02|T-02(T-02
L2 Carrier: Data: 50 Hz P-
1227.6 MHz Code: 20.46 Mz
Link 16 (TADIL-J) 969- 1206 MHz 3 Mz 236/ 118 Kbps FEC 0 04|0- 020 02|0 02
T-03|T-03|T- 03
16
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Tabl e 1. Mbdes/ Capabilities/Data Processing Wth a Threshold (T-XY),

(O XY) Requirenents in FY-XY

Threshol d KPP (K- XY) and vj ective

Modes/ Frequency Band Cur r ent Dat a Rates Fami | y"
Capabilities Bandwi dt h
H D vV |[MF| A
Mode S Level 4 1030/ 1090 MHz 3.5 MHz/3 Mz O 03
T- 05
I NMARSAT A, B, C, M 1525. 0-1660. 5 I NMARSAT 002|060 02|0C- 02|10 02
MHz Servi ce- T-04|T-04|T-04|T- 04
specific
Di gital W deband 1350- 1850 MHz 125 kHz 144, 256, 288, 512, 1024, 002|002
Transm ssi on System (DWS) 1544, 2048 Kbps T-04|T-04
Sol di er Radi o 1.75 - 1.85 GHz 25Kz 16Kbps T-04 [0 02|0 02
T-03|T- 04
W deband Digital Waveform O 04 |K- 02|K-02 K- 02
(new, o+ nodified or Vendor Vendor Vendor Proposed*
exi sting waveform Pr oposed* Pr oposed*
VM- translation to Link1l6 31 kHz 15.2,28.8,57.6 Kbps O 04[O0 04{0C02(0 02
and (vice versa) T-05|T-03|T- 04
COBRA TBP*** TBP*** TBP* ** T-03
. Legend: H-Handheld; D-Dismounted; V-Vehicular; M F-Maritime/Fixed; A-Airborne Vendor Proposed - Not

government provided, developed or defined; to be based on cost, technologies and evolving needs. However, frequency bands proposed must be available for
U.S. military forces worldwide, and must be spectrum efficient.

** *

To Be Provided.
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Tabl e 2. Mbdes/ Capabilities/Data Processing

wth inly ojective (O XY) Requirenents in FY-XY

Modes/ Frequency Band Current Dat a Rates Fami | y"
Capabilities Bandwi dt h
H D V |MF| A
Li nk 22 3-30 MHz and O 033|003
225-400 Mz
Mbbile Satellite Service 1.61 - 2.5 Gz 2.4 - 9.6 Kbps O 05 |0 02|0 05(0- 03|0- 03
(MBS)
M xed Excited Linear O 05[(002|004|0C04|0 04
Predi cti on (MELP)
Per sonal Conmuni cati ons O 03 |0 02|0 02|0-02|0-02
Syst em ( PCS)
“ Legend: H-Handheld; D-Dismounted; V-Vehicular; M F—Maritime/Fixed; A-Airborne
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ANNEX A

Al RBORNE DOVAI N

1. Ceneral Description of Operational Capability. No change.

a. Overall Mssion Area (Supplenmental). The JTRw Il be
enployed in civilian and mlitary (fixed wing, rotary, and
unmanned) airborne platforns to support the m ssion areas defined
in this ORD

b. System Proposed (Supplenental). The airborne JTR will
provi de an integrated, nodul ar conmuni cati ons and navi gati on
capability. Individual platformrequirenments will define the
capabilities provided by JTR and their respective |evels and
conpl exities.

c. Operational Concept (Supplenental). The JTR will support
t he communi cations and navi gation capabilities of platforns
t hroughout their operational deploynents. The JTR equi pnent wi |
be operated and mai ntai ned in accordance with the standard
operating procedures for the host platforns that it supports.

d. Support Concept. No change.

e. Mssion Needs Statenment (NVS)Summary. No change.
2. Threat. No change.
a. Threat to be Countered. No change.
b. Projected Threat Environment. No change.
c. System Threat Assessnent Report. No change.
3. Shortcom ngs of Existing Systenms. No change.
4. Capabilities Required. No change.
a. System Performance (Supplenental). The JTR shall neet
the foll owi ng suppl enental airborne specific performance

par anet er s:

(1) Ceneral Performance Requirenents:
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(a) The airborne JTR shall neet required performance
paraneters when integrated into | and and sea based fixed, rotary
wi ng, and unmanned aircraft (threshold).

(b) The airborne JTR will provide the follow ng
interfaces to existing aircraft peripheral equipnent for
operation in all host platforns.

1 Integrated visual displays: The JTR wi ||l
provi de interfaces for host platformvisual displays (threshold).

2 Data input/output devices: The JTR will
provi de standard interfaces for host platformdata input/output
devi ces, including control and traffic platform busses
(threshol d).

3 Audi o input/output devices: The JTR wi ||
provi de one audi o i nput/output interface per channel (threshold).

4 Renote control devices: The airborne JTR wil |l
provide for renote control and operation via a renote control
unit or through the host platform bus interface (threshold).

(c) The airborne JTR shall support performance
paraneters while operating in the operational profile of each
host airborne platform (threshol d).

(d) The airborne JTR will support preset operation
of channels by providing a mninmmof 25 presets per channel
(threshold) and a minimum of 35 presets per channel (objective).

(e) In addition to GPS, the airborne JTR will provide
up to six channels (threshold), wth growth capability up to
ei ght channel s (objective).

(f) The airborne JTR shall provide the capability to
choose from anong at | east 10 waveforns w t hout | oading
additional software from an external source, and repl ace
waveforns over-the-air or using a bul k storage device contai ni ng
up to 30 wavef orns.

(2) Security Performance Paraneters: No change.
(3) Networking Performance Paraneters: No change.
b. Logistics and Readi ness. No change.
c. Oher System Characteristics (Supplenental).
(1) Physical Integration into User Pl atforns.

A-2
UNCLASSIFIED



UNCLASSIFIED
23 Mar 98

(a) Integration of JTR into user platforns shall be
acconplished with m nimal demands for platform nodifications.
The JTR system shall provide radios and ancillaries that have the
foll owi ng characteristics:

1 Size: The airborne JTR (without ancillaries)
will be no larger than a % long air transportable rack (ATR)
(threshold) and a ¥2 ATR (objective).

2 Weight: The airborne JTR shall be no heavier
than the radios  — it replaces (threshold) and at least 75% lighter
(objective).

3 Prime power: The airborne JTR will operate off
existing aircraft power systems for each platform (threshold).

4 Prime power: The airborne JTR will draw no
more power than the radios it replaces (threshold) and draw at
least 75% less power (objective).

5 Frequency management: The airborne JTR shall
provide interfaces to on-board automated frequency management
systems (threshold).

(b) The JTR must be capable of operating in the
following environmental conditions:

1 Altitude: up to 65,000 feet unpressurized
(threshold), and to 75,000 feet unpressurized (objective).

2 Operating and Non-operating Temperature: -
40=C to +71 =C (threshold), and operate in temperatures down to
-70 =C (objective).

3 Humidity: 95% condensing (threshold).

4 Acceleration: Operate through 9 Gs
(threshold).

(2) Personnel Health and Safety

(a) The JTR shall be capable of being operated and
maintained in a nuclear, biological, and chemical (NBC)
environment by persons in full Mission Oriented Protective
Posture IV (MOPP V) protection gear (threshold).

(b) The JTR man-machine interface shall be
compatible with Night Vision Imaging System (NVIS) standards and

A-3
UNCLASSIFIED



shal |
vi si on goggles (NVG (threshold).

5.
a.
b
C.
d.
e.
f.

Intelli
g.
h.

change.
i
j .

6.

7.
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be capabl e of being operated by persons wearing night

Program Support. No change.

Mai nt enance Pl anni ng. No change.

Support Equi prent. No change.

Human Systens Integration. No change.
Conmput er Resources. No change.

O her Logistics Considerations. No change.

Command, Control, Communi cations, Conputers, and
gence. No change.

Transportation and Basing. No change.

St andardi zation, Interoperability, and Commonality.

Ceospatial Information and Services (A &S) No change.

Envi ronnental Support. No change.

Force Structure. TBD

Schedul e Consi derations. No change.
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ANNEX B

MARI TI ME and FI XED STATI ON DOVAI N ( SURFACE SHI P/ SUBMVARI NE)

1. Ceneral Description of Operational Capability. No change.
a. Overall Mssion Area (Supplenental). The JTR will

operate on surface and sub surface platforns that support the
m ssion areas defined in this ORD.

b. System Proposed (Supplenental). The maritinme JTR shal
be part of a communi cations systemthat provides nodul ar
comruni cati ng and networ ki ng capabilities.

c. Operational Concept (Supplenental). The maritinme JTR
shall be Automated Digital Network System (ADNS), Advanced RF
di stribution systens, and Submari ne Antenna Distribution System
(SADS) interoperable (i.e. JMCOVS interoperable).

d. Support Concept. No change.

f. e. Mssion Needs Statenment Sunmmary. No change.
2. Threat.

a. Threat to be Countered. No change.

b. Projected Threat Environment No change.

c. System Threat Assessnent Report. No change.
3. Shortcom ngs of Existing Systens. No change.
4. Capabilities Required. No change.

a. System Performance (Supplenental). The JTR shall neet

the follow ng supplenmental maritinme specific performance
par amet ers:

(1) Ceneral Perfornmance Requirenents.
(a) In addition to GPS, the Maritine and Fi xed JTR

shal | provide a scal eabl e nunber of channels: a mnimumof 4
(threshold), with a growth capability to 10 (objective).
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(b) The JTR shall be capable of operating in sea
state 5 and surviving sea state 8 on all classes of ships
(threshold). JTR shall be capable of operating at sea states
above 5 with m nimal degraded performance (objective).

(c) The JTR will be standard 19” wide rack
mountable (threshold).

(d) The Maritime and Fixed station configuration of
JTR shall provide the capability for radios to be operated,
controlled, and monitored from remote locations (thresholds).

(e) The JTR shall be compatible with commercial,
ground mobile, and shipboard power distributed systems
(threshold).

(f) The JTR will draw no more power (threshold) and
draw at least 75% less power (objective) than the radios it
replaces.

(g) The JTR weight shall not exceed a two person
lift (threshold).

(h) The JTR shall have a minimum of 10 presets per
channel (threshold) and a minimum of 20 presets per channel
(objective).

(i) The JTR shall provide a standard interface with
legacy shipboard and fixed station communication systems
(threshold).

() The Maritime/Fixed Station JTR shall provide the
capability to choose from among at least 12 waveforms without
loading additional software from an external source, and replace
waveforms over-the-air or using a bulk storage device containing
up to 30 waveforms. (threshold).

(2) Security Performance Parameters. No change.

(3) Networking Performance Parameters. No change.
b. Logistics and Readiness. No change.

c. Other Systems Characteristics (Supplemental).

(1) The JTR shall be capable of being operated in low
light shipboard conditions (threshold).
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(2) Tenperature constraints will conformw th best
comerci al practices (threshold).

5. Program Support. No change.
a. Mintenance Pl anning. No change.

b. Support Equi prent (Supplenental). JTR shall utilize the
Consol i dat ed Aut omat ed Support System ( CASS).

c. Human Systens Integration. Al final manpower,
personnel, and training (MPT) requirenents wll be docunented in
Servi ce training plans.

d. Conputer Resources. No change.

e. Oher Logistics Considerations (Supplenental). No
change.

f. Command, Control, Conmunications, Conputers, and
Intelligence. No change.

g. Transportation and Basing (supplenental). The JTR will
be permanently installed on surface ships, submarines, and
aircraft, and will be deployed worl dwi de as an integral conponent
of the respective conmunications suite. The JTRw | also be
permanently installed at a variety of conmunications facilities
ashore. The JTRw Il not be routinely de-installed fromone
platformfacility for reinstallation at another |ocation. Actual
JTR l ocations and delivery will be in accordance with the
priorities established by nmajor comand requirenments and
m ssi ons.

h. Standardi zation, Interoperability, and Commonality. No
change.

i. GCeospatial Information and Services (G &S) No change.
j. Environmental Support. No change.
6. Force Structure (Supplenental). TBD

7. Schedul e Considerations. No change.
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ANNEX C
GROUND FORCES DOVAI' N

1. Ceneral Description of Qperational Capability. No change.

a. Overall Mssion Area (Supplenental). The JTRw I
operate in the ground nobile environnent and will provide users
with access to the Joint networks. JTR ground forces famly wll
accommodat e handhel d, di snounted warfighter and vehi cul ar
appl i cations.

b. System Proposed (Supplenental). The ground force famly
of JTRs will provide transportable and scal eabl e, position
| ocation, and networking capabilities.

c. Operational Concept (Supplenental). The ground force
famly of JTRs will provide surface-to-surface and surface-to-air
comuni cati ons during operations of air and ground nmaneuver
forces. Personnel will use this systemfor command and contr ol
(C2) networks, engagenent operations, close air support, and
position |ocation reporting. JTRs will operate in all weather
and climate conditions, on a 24-hour basis.

d. Support Concept. No change.

e. Mssion Needs Statenment (MNS) Summary. No change.
2. Threat. No change.

a. Threat to be Countered. No change.

b. Projected Threat Environnent. No change.

c. System Threat Assessnent Report (STAR). No change.
3. Shortcom ngs of Existing Systems. No change.
4. Capabilities Required (Supplenental). Al ground forces
requirenents for JTR |isted below, shall be based on vali dated
rules for Operational Facilities (OPFACs) and vali dated
I nformati on Exchange Requirenents (I ERs), between OPFACs
contained in the US Arny Training and Doctrine Command ( TRADCC)
Conmand, Control, Communications, and Conputers Requirenents
Definition Program (C4RDP), or Joint equivalent.

a. System Perfornmance (Supplenental).

(1) Ceneral Perfornmance Requirenents:
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(a) The Ground Force domai n enconpasses three
operational configurations: Handheld, D snmounted Warfighter and
Vehi cul ar (threshold). Unless specifically stated otherw se, the
followi ng requirenents refer to the three versions.

(b) The vehicul ar and di smounted warfi ghter
configurations of the JTR shall provide the capability for radios
to be operated and controlled fromrenote |ocations up to 2km
away (threshold) and 4km (objective).

(c) AJTR shall operate at full performance |evels
and not degrade m ssion effectiveness of host systens/platforns
engaged in their operational environnents, including novenent and
weapons firing (threshold) (KPP).

(d) The JTR shall survive H gh Altitude
El ectromagnetic Pul se (HEMP) to the degree specified in ML-STD
2169B but not be required to work through the event (threshold).
Recycling of power to restore operation is acceptable.

(e) The JTR shall survive chem cal, and bi ol ogi ca
attacks as well as decontam nation procedures using existing
sol vents (threshold).

(f) The JTR shall provide a display of current own
position |location information at each radio (threshold).

(g) The JTR system shall provide operator selectable
di spl ay nodes that express its position in either the GPS
| atitude-longitude or the Mlitary Gid Reference System (MGRS),
that includes a 3-character grid zone, a 2-character 100km
square, and an 8-digit (threshold) to 10-digit (objective) map
coor di nat e.

(h) The JTR shall be operable and mai ntainable in
tenperatures from-40=C to +55=C (threshol d).

(i) The JTRs shall provide the neans to physically
I nterconnect to selected external |egacy radios to access the JTR
network (threshold).

(j) The ground forces JTR shall provide the
capability to choose fromanong at | east 6 waveforns in the
Handhel d, and at | east 10 waveforns in the D snounted Warfighter
and Vehi cul ar configurations w thout | oading additional software
froman external source, and replace waveforns over-the-air or
usi ng a bul k storage device containing up to 30 waveforns.
(threshol d).
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(2) Security Performance Paraneters. No change.
(3) Networking Performance Paraneters. No change.

b. Logistics and Readi ness (Supplenental). The JTR shall be
transportable worldwide (air, rail, sea, and air droppable)
(threshol d).

c. Oher System Characteristics (Supplenental).

(1) Physical Integration into User Platforns: Integration
of JTR radios and ancillaries (e.g., installation kits power
anplifiers, and antennae) into user platforns shall be
acconplished with m nimal demands for platform nodifications.

(a) The vehicular JTR shall be smaller than the
radio and ancillary equi pment that it replaces (threshold) and be
75% smal | er (objective) than the radio and ancillary equi pnent
that it replaces.

(b) The handheld JTR, including the ancillary
equi pnment, shall be no larger than the size of conparable
exi sting handhel d | and nobile radi os (threshol d) and be capable
of being integrated into Land Warrior electronic conponent
housi ng (objective).

(c) The disnmounted warfighter JTR, including the
anci | lary equi pnent, shall not exceed 400 cubic inches
(threshold) or 200 cubic inches (objective).

(d) The vehicular JTR shall weigh less than the
radio and ancillary equipnent that it replaces (threshold) and
wei gh 75% | ess (objective) than the radios and ancillary
equi pnment that it repl aces.

(e) The handheld JTR, including battery and antenna,
shall be no nore than 3 pounds (threshold) and one pound
(obj ective).

(f) The disnmounted warfighter JTR, including
ancil l ary equi pment, shall not exceed 13 pounds (threshold) and 6
pounds (objective).

(2) Power requirenents:

(a) JTRs shall draw no nore primary power than the
radi os and ancillary equi pnent replaced (threshold) and draw at
| east 75% | ess power than the radi os and ancillary equi pnent
repl aced (objective).
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(b) The JTR shall be capabl e of being operated with
primary power derived frombatteries and DC power systens
(threshold) and from new power systens(objective).

(3) Channel requirenents:

(a) In addition to GPS, the vehicular JTR shal
provide up to five (threshold) and eight channels (objective).

(b) I'n addition to GPS, the disnounted warfighter
JTR shal |l provide two channels (threshold) and up to four
channel s(obj ective).

(c) I'n addition to GPS, the handheld JTR shal
provi de one channel (threshold) and two channels (objective).

(4) Each JTR shall provide access to auxiliary data and
voi ce/ vi deo/ dat a access on each channel (threshol d).

(5) Personnel Health and Safety. The JTR radi os shall:
(a) Provide for safe, efficient and effective
operation and mai ntenance by normal and typically trained
personnel while wearing any conbi nation of night vision devices,
MOPP |V gear, and cold weather protective gear (threshold).
(b) Adhere to the guidance of applicable Mlitary
St andards intended to preclude or mnimze exposure to health
hazards and threats to soldier survivability (threshol d).
5. Program Support.
a. Mintenance Pl anning. No change.
b. Support Equi pnent. No change.
c. Human Systens Integration. No change.
d. Conputer Resources. No change.

e. Qher Logistics Considerations. No change.

f. Command, Control, Conmunications, Conputers, and
Intelligence. No change.

g. Transportation and Basing. No change.

h. Standardi zation, Interoperability, and Conmonality. No
change.
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i. GCeospatial Information and Services (A &S). No change.

j. Environmental Support. No change.

6. Force Structure. TBD

7. Schedul e Considerations. No change.
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ANNEX D

JTR CRYPTOGRAPHI C SYSTEMS REQUI REMENTS

In conjunction with waveforns for JTR domain famly nenbers in
Paragraph 7, Tables 1 through 3, the JTR will operate with or
interface wth the follow ng cryptographic systens:

W deband Voi ce
KY- 68 Conpati bl e
STE Conpati bl e
KY-57/ 58 Conpati bl e

Nar r owband Voi ce
TACTERM M NTERM Al RTERM Conpati bl e (ANDVT Fami | y)
STU-111 Fanily

Low Speed Digital Data (<T1)
KG 84A/ C (KIV-7HS), KG 94A (KIV-19) Conpatible
STE and KY-57/58 Conpati bl e
TACTERM M NTERM Al RTERM Conpati bl e (ANDVT Fani | y)
KY- 68 Conpati bl e
KGR- 96 Conpati bl e
KG 87 Conpati bl e

Medi um Speed Digital Data
KG 175 TACLANE for ATM

Uni que Systens
KG 40A Conpatible (TADIL A LINK-11)
KGV-8, and KGV-11 Fanmilies (Netted TDVA Crypto)
KGV- 10
PPS- SM SAASM GPS
SI NCGARS Fami |y
DES

Present Cryptography
CTiC
| NDI CTOR

New Crypt ogr aphy
BATON
CRAYON

Common Fill Devices
Cl-13 KCK- 22
CYZ- 10 KYK- 13
KA -18 KYX- 15
KOK- 13 KOK- 22
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Annex E

Joint Tactical Radio (JTR) GLOSSARY

Aut hentication - A security neasure designed to establish the
validity of a transm ssion, nessage, or originator, or a neans of
verifying an individual (s) authorization to receive specific
categories of information.

Channel - The virtual path(s) that support(s) the capabilities
(waveforms or functions) being performed by the JTR radi o.

Communi cations Security (COVSEC) - Measures taken to provide
security to tel ecommuni cations by converting information to a
formunintelligible to an unauthorized interceptor and,
subsequent |y, by reconverting such information to its original
formfor authorized recipients.

Compl i ance - The JTR neeting or inplenenting an approved plan to
meet all applicable Joint Technical Architecture (JTA) nandates.

Domain - A distinct functional area that can be supported by a
famly or systens within simlar requirenents and capabilities.
An area of comon operational and functional requirenents.

Enbedded Training - Training that is provided by capabilities
designed to be built into or added onto operational systens to
enhance and maintain the skill or proficiency necessary to
operate and nmintain that equi prment end item

Hybrid Network - A network that is conposed of conponents from
nore than one user JTR interface.

Installation Kit - The conponents provided to mninmze domain
specific platformintegration inpact. The kit supports the JTR s
physi cal installation, includes ancillary equi prent and
operational interconnection/interfaces, e.g., rack adapters,
cabl es/ cabl e harness, power anplifiers, power supplies, antenna
coupl ers, antennas, etc.

Integrity - The property that data, systenms, services, and other
controll ed resources have not been altered or destroyed in an
unaut hori zed manner. It is the quality of an information system
(I'S) that reflects the logical correctness and reliability of the
operating systenms and the |ogical conpleteness of the hardware
and software that inplenent the protection nechanisns.
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JTR Network - The actual network architecture/structure that a
JTR will interconnect.

JTR System - Refers to the JTR and the host(s) that the JTR wi ||
connect to: donmamin nane server, router, and network/frequency
managenent system as applicable.

Mul ti-band - The JTR capability to operate in the frequency
spectrum between several defined limts.

Mul ti node - The JTR ability to support, operate and exchange
voi ce, video, and data between term nals using several different
transm ssi on channel s (frequenci es) and wavef orns.

Mul ti pl e Conmruni cations - The JTR ability to transfer
i nformati on, anobng several users or processes, according to
agreed conventi ons.

Net wor ked JTR - The JTR that wll be fielded in FYO2 with
net wor ki ng capability.

Transm ssion Security (TRANSEC) - The protection of the
comuni cati ons paths against attack. Defensive neasures include
anti-jam |ow probability of detection, |ow probability of

I ntercept, spread spectrumtechni ques such as frequency hoppi ng
and direct sequence spreading, and protected distribution.

Wavef orm - The representation of a signal as a plot of anplitude
versus time.
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